NuadopmamunoHHasa MaMATKA JJIA O0yYaIoNIUXCs 1A pa3dMenleHUA
Ha opunuaabHbIXx THTEpHET-pecypcax

C KaxkIbpIM TO0M MOJIOZIEXKU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIbHUKH OJTHH U3
caMbIX aKTUBHBIX IT0JIb30BaTesel PyHera. Mexxy TeM, IOMHMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPDHET HeceT W IpoOseMbl. JTa IMaMsTKa JOJIKHA IOMOYb Tebe
0€e30I1aCHO HAaXOAUTHCS B CETH.

KoMmnbrorepHble BUPYyChI

KommploTepHBIE  BUpyC - 5TO Pa3HOBHUAHOCTh KOMIIBIOTEPHBIX  IPOTPaAMM,
OTJIMYUTETFHOU OCOOEHHOCTHI0O KOTOPOU fABJISIETCA CIHOCOOHOCTh K pPa3MHOXKEHHI0. B
JIOIIOJTHEHUE K 3TOMY, BUPYChl MOTYT IIOBPEJUTh WJIM IOJHOCTHIO YHUUTOXKUTH BCE
aitiel M JaHHBIE, IOAKOHTPOJIBHBIE II0JIb30BATE0, OT HMEHU KOTOpOro ObLia
3alylleHa 3apa)kéHHas IIpOTrpaMMa, a TaKXKe IOBPEUTh WIN Jla’Ke YHUUYTOXKHUTD
ONEPAIUOHHYIO CHCTEMYy cO BceMu ¢aislaMu B 1ejioM. B OOJIBIIMHCTBE CiIydyaeB
pacIpoCTPaHAIOTCSA BUPYCHI Uepe3 NHTEPHET.

Memo0dubt 3awyumst 0m 8pe0OHOCHBLLX NPO2PAMM:

1. Vcnionip3yii coBpeMeHHbBIE ONepalliOHHbIe CUCTEMBI, UMeIOINe CEPhE3HBIN YPOBEHD
3AIUTHI OT BPEJOHOCHBIX IPOTrPaMM;

2. [TocrogHHO ycTaHaBauBai madyTu (Mu@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATUYECKH
YCTAHABJIUBAIOTCA C IEJIbI0 JOPAOTKH IPOTPaMMbI) U ApYyrue OOHOBJIEHHUS CBOEH
omneparuoHHOU cucteMbl. CKauyuBal UX TOJBKO ¢ OPUIIMATIBLHOTO caiiTa pa3paboTynka
OC. Ecnu cymiecTByeT pexXUM aBTOMaTHYeCKOro OOHOBJIEHU, BKJIIOUH €ro;

3. Pabotaii Ha cBOEM KOMIIBIOTEPE IO/ IIpaBaMU I10JIb30BATE/IA, 4 HE aAMHUHHUCTPATOPA.
ATO HE MO3BOJIUT 6OJII>IHI/IHCTBy BPEAOHOCHBIX IIPOTPAMM HHCTAJVINPOBATbCA HAa TBOEM
IIEPCOHAJIbHOM KOMIIBIOTEDE;

4. Vlcriosip3yii aHTUBHUPYCHBIE IIPOrPAMMHBIE IIPOAYKTHI H3BECTHBIX IIPOU3BOAUTENIEH, C
aBTOMaTHUYEeCKUM OOHOBJIEHIEM 0a3s;

5. Orpanuub GU3NYECKUH JOCTYI K KOMITBIOTEPY JIJIsI TOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHNEe HOCUTeIU UHpOpMaIUY, Takue Kak (ielika, AUcK Wwin Qaitan
13 UHTEePHETA, TOJIBKO 13 NPOdepeHHBIX HCTOYHUKOB;

7. He oTkpbIBall KoMHObloTepHBIE (A, OJIyUeHHblE U3 HEHAJEKHBIX UCTOUHUKOB.
Jlaxe Te ¢ailsbl, KOTOpble MPUCIAJI TBOU 3HAKOMBIU. JIyullle yTOUHH y HETO, OTIIPABJIAI
Ji1 OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ mepenavyu JaHHBIX, He TEXHOJIOTHSA, a BCETO JIUIIb OPEH/, MapKa.
Eme B 1991 rofy HuiepiIaHACKas KOMIIaHUsA 3aperucrpupoBayia 6peny « WECA», uaro
obosHavasio cioBocoyetanue «Wireless Fidelity», xoropeiii mepeBoauTCA Kak
«0OecTpoBO/IHAS TOUHOCTD>.

Jlo Hallero BpeMeHHU Jolula Jpyrasg ab0peBuaTypa, KOTOpas ABJISAETCA TAKOU Ke
TexHoJiorueil. Ito abopeBuarypa «Wi-Fi». Takoe Ha3zBaHHe OBLIO JaHO ¢ HAMEKOM Ha
CTaHJIApPT BbICIIUN 3ByKOBOUW TexHuUKH Hi-Fi, yTo B mepeBojie 03HAYaeT «BBICOKAs
TOYHOCTbH».



Ja, GecriaTHBIN UHTEPHET-AOCTYI B Kade, OTeIAX M a3pOIopTax sIBJIAETCS OTIMYHOU
BO3MOXXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrume b5KCIEPThl CUUTAIOT, YTO
obmenocrymnabie Wi-Fi ceTn He ABIAIOTCA O€30TaCHBIMU.

Cosemul no 6e3onactocmu pabome 8 obujedocmynHwix cemsax Wi-fi:

1. He mepepaBaii cBowo JuUUHYI HH(poOpManuioo udepe3 obOIiemoctymHablie Wi-Fi certu.
Paboras B HUX, JKeJIaTeJIbHO He BBOJIUTD ITAPOJIH JOCTYIIA, JIOTUHHI U KaKHe-TO HOMepa;

2. Victiosib3y¥i ¥ OOHOBJISI aHTHUBUPYCHbBIE IIPOrpaMMbl 1 OpaHaMayep. TeM caMbIM ThI
obe3omnacHIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu wucnonb3zoBanuu Wi-Fi otxioun ¢yHKnuo «OOmuid moctynn kK daiiaM u
npuHTepam». JlaHHasd QYHKIUA 3akpbhiTa 0[O YMOJYAHUIO, OJHAKO HEKOTOpbIe
II0JIb30BaTEIN aKTUBUPYIOT €€ I y/I00CTBa UCIIOJIb30BaHUSA B paboTe Wwin yueoe;

4. He ucnonpayii myosmunsiii WI-FI 11 mepeaun JTUYHBIX JAHHBIX, HAIPUMED JIJIA
BBIXO/]A B COIIMAJIBHBIE CETU UJIN B 3JIEKTPOHHYIO IIOYTY;

5. mosb3y# TOJIBKO 3aiuineHHoe coenuHeHue yepe3 HTTPS, a ve HTTP, T.e. npu
Habope BeO-aapeca BBOAU UMeHHO «https://»;

6. B wmobunbHOM TenedoHe otTwiroun Gyaknuio «Iloakmouenne k- Wi-Fi
aBToMaruyecku». He jjomyckail aBTOMaTHYECKOTO MOAKIIIOUEHHUs YCTPONUCTBA K CEeTAM
Wi-Fi 6e3 TBoero corsacus.

COIII/IaJII)HI)Ie ceTn

ConyaspHble ceTU aKTUBHO BXOJAT B HAILy KU3Hb, MHOTHE JIIOAU pabOTaOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3aperncTpupoBaH MUJLIHAP/] YEIOBEK, UTO SBJISAETCS
O/THOU ceApMOU BCeX JKUTesel IUIaHeThl. MHOrue IOJib30BaTeId He IOHUMAIOT, YTO
nHdopmanus, pa3MelleHHas WMH B COIMUAIBHBIX CETAX, MOXKeT ObITh HalJieHa U
HCIIOJIb30BaHA K€M YTO/IHO, B TOM UHcJie He 003aTeJIbHO ¢ 0JIaruMU HaMepeHU M.

OcHosHble cosembl no 6bezonacHocmu 8 COUUANTbHBIX cemsax.

1. OrpaHuYb CHUCOK JIpy3ell. Y TeOsA B APy3bsiX He JOJ/DKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuinaf CBOIO YaCTHYIO JKU3Hb. He ykasbIiBall maposu, TejiedOHBI, ajjpeca, JAaTy
TBOEr0 PpOXKJEHUs U JAPYIyI0 JUYHYI0 WHQOpMamuio. 3JIOYMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGOPMAIIUIO O TOM, KaK Thl M TBOW POAUTENH IUIAHHUDPYETe
IIPOBECTU KAHUKYJIbI;

3. 3amumiai cBOI0 peIyTaIuio - EPKU ee B UUCTOTe U 337jaBaii cebe BOIIPOC: XOTeJI ObI
TBI, YTOOBI JPyTHeE M0JIH30BaTEIU BUJIEJIH, UTO ThHI 3arpy»kaenib? [logymaii, mpexzae yeMm
YTO-TO OIYOJIMKOBATh, HATIUCATD U 3aTPY3UTh;

4. Ecau ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3yH CBOE pPeasIbHOE
UM U JPYTYIO IUUHYI0 HHPOpMAIUU: UM, MECTO KUTEeJIbCTBA, MECTO YUeObl U IIpoUee;

5. M36eraii pazmemnienus ¢gororpacduii B UHTEpHETE, T/e THl H300pa*keH Ha MECTHOCTH,
10 KOTOPOU MO3KHO OIIPEJIEJIUTh TBOE MECTOTIOJIOKEHUE;

6. [Ipu peructpanuu B COIUAIBHOU ceTU HEOOXOUMO HCII0IB30BATh CJIOKHBIE TAPOJIH,
cocrosimue U3 OyKB 1 UGP U ¢ KOJIMUYECTBOM 3HAKOB He MeHee 8;



7. 171 conuaabHOM ceTH, MOYTHI U JIDYTUX CAUTOB HEOOXOJIMMO HCIIOJIb30BaTh PA3HbIE
naposu. Torza ecau Tebs B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH TOJIYYaT AOCTYH TOJBKO K
OJTHOMY MecCTy, a He BO BCe cpaay.

JJIEeKTPOHHBbIE JEeHbI'NU

SHGKTPOHHI)IG A€HbI'I — 3TO OYE€HDb YI[O6HbIﬁ crrocob HHaTe)KEﬁ, OJHAKO CYIIECTBYIOT
MOII€HHUKH, KOTOPbI€ XOTAT IIOJIYYUTDb 3TU AE€HbI'U.

SJIGKTPOHHI)IG A€HbI' IIOABUJIMCh COBCEM HE€JABHO M MMEHHO HM3-3a 3TOI'O BO MHOTHUX
rocygapCrBax A0 CHUX IIOP HE IIPOIIHCAaHO IIPO HUX B 3aKOHAaX.

B Poccuu xe OHU (DYHKIMOHHUPYIOT M O HHX YK€ IIPOIMCAHO B 3aKOHe, I/l WX
pa3AessioT Ha HECKOJIBKO BHIOB - aHOHUMHbBIE U He aHOHUMHBbIe. Pa3HuUIIa B TOM, YTO
aHOHMMHBIE - BTO Te, B KOTOPBHIX paspelmraercs IIPOBOAUTH oOllepanmuu 0e3
UIeHTU(PUKAIINY TI0JIb30BaTENsl, a B HEAHOHUMHBIX HJEHTU(MUKAIIUHN I10JIh30BaTEJISA
ABJsIeTCA 00513aTEeIbHOM.

Takoke ciefyeT pasjnyarh 3JeKTPOHHbIE UaTHBIE IeHbIH (paBHBI TOCYAAaPCTBEHHBIM
BAJIIOTAM) U 3JIEKTPOHHBIE HepuaTHbIEe IeHbIY (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHosHble cosembl No 6e30NacHoll pa60me C 9/1EKMPOHHbIMU JdeHbaamu:

1. [IpuBsKM K cueTy MOOWIbHBIN TesieOH. DTO caMblid YAOOHBIH U OBICTPHIA CIIOCOO
BOCCTaHOBHTb JIOCTYM K cuery. [IpuBs3aHHbBIN TeeOH ITOMOIKET, ecJTi 3a0yAellb CBOU
TUTATEKHBIN TapOJIb WUJIH 3a/IENTh HA CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Mcnosnb3yil ogHOpa3oBble maposiu. Ilocie mepexona Ha YCUJIEHHYIO aBTOPHU3AIHIO
Tebe y»ke He Oy/IeT yrpokaTh OMTACHOCTh KParKU WJIH TepexBaTa IJIaTeKHOTO TapoJis;

3. Beibepu ciioxkHBIM maposib. IIpecTynHukaM OyZeT He IPOCTO yTaJlaTh CIOKHBIN
napoJsib. Hazesxxaple maposii — 3TO MapoJiv, KOTOPhIe COZlepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0sl CTPOUHBblE U MPONHCHBIE OYKBBI, IMUGPHl U HECKOJIBKO CUMBOJIOB,
TaKMe Kak 3HaK /1oju1apa, GyHTa, BOCKJINLATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE JaHHBIE HA CAaliTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIeKTPOHHAs MOYTa

JJIeKTPOHHAA MOYTA — 3TO TEXHOJIOTUA U MPEeJIOCTaBJIsAeMble €10 YCJIYTU IO MepechlUIKe
U TIOJIYYEHHUIO DJIEKTPOHHBIX COOOIIEHUI, KOTOPbIE PACIIPEIE/AIOTCS B KOMIIBIOTEPHOU
cetn. OOBIYHO BJIEKTPOHHBIM IIOYTOBBIN SIIIUK BBITJIAJUT CJEAYIOIMUM 00pa3oM:
UMs_TI0JIb30BaTeNA@UMs_JIoMeHa. Tak:ke KpoMe Iiepeflayd IPOCTOro TeKCTa, UMEETC s
BO3MO’KHOCTb MEpe/IaBaTh (DamIbl.

OcHogHble cogembl no 6e3onacHou pabome ¢ 3AeKMPOHHOU NOUIMOUL:

1. Hayio BrIOpaTh NpaBUIBHBIN TOYTOBBIN cepBUC. B UHTEpHETE €CTh OTPOMHBINA BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPATHh T€M, KOTO 3HAENIb U KTO
MIepBBIN B PEUTUHTE;

2. He ykaswiBail B JIUUHOU moute JUYHYIO uHpopMarum. Hanpumep, jydiie BRIOpaTh
«MYy3bIKaJIbHBIN__(haHAT@ » WU «POK2013» BMeCTO «TeMal3»;

3. Hcnionp3yil ABYX3TaNIHYIO0 aBTOPU3ANU0. TO KOTr/ja IOMUMO [1apoJis Hy?KHO BBOJUTD
KOJI, IpuchblIaeMbId 110 SMS;



4. Bpibepu cJIOKHBIN maposib. [ Ka)KJIoro MOYTOBOTO SAIIUKA JOJIKEH OBITh CBOU
Ha/IeXKHBIH, yCTOMYUBBIN K B3JIOMY IIapOJIib;

5. Ecsin ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCHOJIb3YH 3Ty
BO3MOYKHOCTB;

6. Vcronp3yil HECKOJIBKO ITOYTOBBIX SIIMUKOB. IIepBBIN JIsi YACTHOU IEPENUCKHU C
azipecaTamMu, KOTOPBIM ThI IOBEPSEITh. ITO SJIEKTPOHHBIN a/ipec He HaJI0 UCII0JIh30BaTh
IIPU perucTpanuy Ha popyMax U cauTax;

7. He oTKpbIBaul (paiiyibl U JIPyryde BJIOKEHUs B MHChbMaX Ja)Ke €CJId OHU IMPUIILIA OT
TBOUX ZIpy3el. JIydille yTOUHU y HUX, OTIIPABJISJIN JIU OHU TeOe 3TU Pauibl;

8. Ilocie oxoHYaHHs PabOTHI HAa IOYTOBOM CEpPBHCE II€pPE]] 3aKPHITHEM BKJIAJKUA C
caiiToM He 3a0y/1b HaXKaTh Ha « BRIATH».

Ku6epOy/I/IMHT UJIN BUPTYaJbHOE U3/1€BATEIHCTBO

KubepOy/UIMHT — TMpecjieioBaHHE COOOIIEHUsIMHU, COAEPIKAIIUMH OCKOpOJIeHus,
arpeccuio, 3alyrdBaHMe; XYJIUTAHCTBO; COIUAJIbHOE OOMKOTHMPOBAHHE C IIOMOIIBIO
Pa3INYHBIX HHTEPHET-CEPBUCOB.

OcHogHble cosembl no 6opwvbe ¢ kKubepbyA1uH20M:

1. He Gpocaiicsa B 60oi. JIyummuii ciocob: ITOCOBETOBAThCS KaK ce0sS BECTH U, €CIU HET
TOTO, K KOMY MO’KHO 0OpaTHThCSA, TO BHAYAJIE YCIIOKOUThCS. ECITi ThI HAUHEIh OTBEYATh
OCKOpOJIEHUSMH Ha OCKOPOJIEHHS, TO TOJIBKO ellle 00JIbIlle Pa30sKKelllb KOH(QIIUKT;

2. Ypasiai cBoel kubeppelyTaluei;

3. AHOHUMHOCTh B CE€TH MHHMaAas. CYIJ_IGCTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOHT 3a
AHOHHUMHBIM aKKAyHTOM;

4. He cTouT BecTH XyJINTAHCKUY 00pa3 BUPTYyIbHOU KU3HU. VIHTEpHET PUKCUPYET BCe
TBOU JIEUCTBUSA U COXPAHAET UX. YIUIUTD UX OyZieT KpaliHe 3aTpy/IHUTEIHHO;

5. Cobutto/1ali CBOM BUPTYaJIbHYIO YECTh CMOJIOY;

6. UrHopupyh enuHUYHBIA HeratuB. OmHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS
JIy4llie UiTHOPUpPoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4YaJIbHOU CTa/TUH;

7. ban arpeccopa. B IIporpamMmax oOMeHa MI'HOBEHHBIMH COO6III€HI/I}IMI/I, B COIIMAJIBHBIX
CEeTAX €CTb BO3MOKHOCTbD 6J'IOKI/IPOBKI/I OTIIpaBKHU COO6IIIeHI/Iﬁ C OIIpEAEJIEHHBIX aIPECOB;

8. Ecim TBI cBuzerenb KubepOysuimHra. TBom JelicTBUA: BBICTYNIUTh IIPOTUB
mpecjenoBaTessa, IOKa3aTh €My, YTO €ero JeHCTBUA OLIEHUBAIOTCS HEraTHUBHO,
MIO/IIEPIKATH JKEPTBY, KOTOPOU HYy:KHA IICUXOJIOTHYECKASA IIOMOIIlb, COOOIIUTEH B3POCTBIM
0 aKTe arpecCUBHOTO MOBEJIEHUS B CETH.

MoouabHBIN Te1edOoH

CoBpemeHHble cMapTdOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCIIBIN
(yHKIIMOHAJ, W Temepb OHU MOIYT KOHKYPUPOBAaTb CO CTAallMUOHAPHBIMU
KoMIIbioTepaMu. OJIHAKO, CPECTB 3AIUTHI JJIS TIOI00HBIX YCTPONCTB ITOKA OUeHb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT He TaK MHTEHCUBHO, KaK JJif
ITK, To ke camoe KacaeTcss U MOOMJIbHBIX TPUJIOKEHUH.



CoBpeMeHHbIE MOOWIbHBIE Opay3epbl y:Ke IPAaKTUYECKH JOTHAJId HaCTOJIbHBIE
aHaAJIOTH, OTHAKO paclIupeHne QyHKIIMOHAIA BIeUeT 32 cOO0UM OOJIBIIYIO CI0KHOCTh U
MEHBIIYIO0 3aIUIIEeHHOCTb.

Jlasieko He Bce MPOU3BOIUTEH BBIIYCKAIOT OOHOBJIEHUS, 3aKPHIBAIOIIE KPUTHUECKHE
YSA3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHogHble cogembl 045 bezonacHocmu MOOUALHO20 me/ledioua:

1. Hudero He siBjsieTcsA MoO-HacTosIleMy OecIUIaTHBIM. By/ib OCTOpOKeH, Belb KOr/a
Tebe MpeIaraloT OeCIJIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO IJIaTHBIE
YCJIYTH;

2. JTlymaii, mpexxzie yeM oTrnpaBuTb SMS, ¢oto wim Buzeo. Thl TOUHO 3HAEIb, T/le OHU
OyAyT B KOHEUHOM UTOTE?

3. Heob6xoumMo 0OHOBJIATH ONIEPAIIOHHYIO CHCTEMY TBOETO cCMapT¢OHa;
4. icnoib3y#t aHTUBUPYCHBIE POTPaMMBI JIJII MOOWJIBHBIX TeIe(OHOB;

5. He 3arpy»kaii mpuio:keHus OT HEM3BECTHOTO UCTOUYHUKA, BEIb OHU MOTYT CO/Iep:KaTh
BPEZIOHOCHOE IIPOTrPaMMHOE 0O€ecIIeueHHE;

6. ITocie TOro Kak ThI BBIMIEIIH C caliTa, I7le BBOAWII JIMUHYI0 HH(MOPMAIUIO, 3aU/IN B
HaCTPOUKHM Opaysepa M yjiaau cookies;

7. Ilepmoaruecku IpoBepsAl KaKue IJIaTHbIe YCJIyTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBoii HOMep MOOHJIBHOTO TesiedoHa TOJIBKO JIIOJISIM, KOTOPBIX Thl 3HAEIlb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth soyxeH OBITH BBIKJIFOUEH, KOT/Ja Thl MM He IOJIb3yelllbcs. He 3a0biBant
WHOT/Ia ITPOBEPSATH 3TO.

Online urpsl

CoBpeMeHHble OHJIAMH-UTPBl - 3TO KpacouHble, 3aXBaThIBAIOIINE pa3BJIeUYeHU,
00BEUHSIONINE COTHU THICSY YEJIOBEK 110 BCEMY MUPY. VITPOKH HCCIIENYIOT JAHHBIN UM
MHUD, OOIIAIOTCA APYT C JIPYTOM, BBINOJHSAIOT 33JIaHUs, CPAKAIOTCA C MOHCTPaAMU U
MOJIy4alOT OIBIT. 3a Y/Z0BOJBCTBUE OHU IUIATAT: MOKYHNAIOT [AWCK, OIJIAYMBAIOT
aboHEeMEeHT WU MPUoOPeTAIOT KaKUe-TO OMITUH.

Bce sTu cpexncrBa uAYT Ha IOJJep:KaHUe U pa3BUTHE WIPBHI, a TakXe Ha camy
0e30MacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbI aBTOPU3AI[UH, BBIIYCKAIOTCA HOBbIE ITATIU
(mudpoBble 3aMIaTKU JJ1 IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTOUT oOIlacaTbCA HE CTOJIBKO CBOHX COIIEPDHUKOB, CKOJIBKO KpaXH
TBOE€IO I1apOJid, Ha KOTOPOM OCHOBAaHA CHUCTEMad aBTOPHU3aAllNK OOJIBIIMHCTBA urp.

OcHosHble cosembl No 6e3onacHocmu meoe20 uecposoco akkayHma:

1. Ectu ipyroii urpok BezieT cebs I10X0 WIN Co37jaeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€rO0 B CITUCKE UTPOKOB;

2. Iloxkasmyiica aAMUHUCTpATOpaM WrpPbl Ha IIJIOXO€ IIOBeJIeHUWE STOr0 UIPOKa,
’KeJ1aTesIbHO NPUJIOKUTh KaKhe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;



3. He ykaspiBaii 1uuHyio nHGOpMAIUIO B IIpodalijie Urpshl;
4. YBaxkall IpyTUX YYaCTHUKOB I10 UTDE;

5. He ycranaBimBaii HeopunagibHble IaTYU U MOJIBL;

6. crosp3yii c10KHbIE U Pa3Hble TapoJIy;

7. Jla’xke BO BpeMs WUIpbl He CTOUT OTKJIIOYATh aHTUBUPYC. [Ioka ThI urpaeiib, TBOU
KOMIIBIOTED MOTYT 3aPa3UTh.

OUIIMHT WIN KpaxKa JHIHBbIX JaHHbIX

OOBIYHON Kpaked JeHer U JIOKyMEHTOB CETOAHS YK€ HUKOro He YAUBUIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JI0YMBIIIEHHUKU IIepeMeCcTU/INCh B UHTEPHET, U
IIPO/IOJI’KAIOT 3aHUMATHCA «JIIOOMMBIM» JI€JIOM.

Tak mosiBUIaCh HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (QUIIUHT, TJIaBHAS II€JTh
KOTOPOTO COCTOUT B IOJyYeHUU KOHOUIEHIIMAIbHBIX JAHHBIX II0Jb30BaTeIed —
JIOTUHOB U napoJsieii. Ha anriniickoMm si3eike phishing untaercs kak ¢purusr (ot fishing
— pbIOHas JI0BJIsA, password — IapoJib).

OcHosHble cogembl no 6opwvbe ¢ puwuH2oM:

1. Cinenu 3a cBOMM akKKayHTOM. Eciiu ThI IIOJ03peEBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0OKUPOBATh €€ U COODIUTh a/IMUHHUCTPATOPaM pecypca
00 3TOM KaK MO>KHO CKOPeE€;

2. I/ICHOJII:-B}’ﬁ Oe30macHbIe Be6—CaﬁTbI, B TOM 4YHCJII€, HHTEPpHET-MArasuHoB U
IIOMCKOBBIX CUCTEM,

3. Mcnonb3yii ciioxkHBbIE U pa3Hble maposau. Takum obpa3oMm, ecau Tebs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKH ITOJTyYaT JOCTYII TOJIBKO K OHOMY TBOEMY HMPOMIIIIO B CETH, a HE KO
BCEM;

4. Eciiu Tebs1 B31oMasiu, TO HE0OXOUMO MIPeAYIIPESUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
7m00aBjIeHbl y TeOS B JIPY3bSX, O TOM, UTO TeOS B3JIOMaJI M, BO3MOKHO, OT TBOErO
UMeHU OyZleT pacchLIaThCs ClaM M CChUTKHM Ha (DUIITUHTOBBIE CANTHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIHN TetedOH;
6. OTKJIIOUM cOXpaHEeHHUe MapoJisi B Opaysepe;

7. He oTkpbiBail aiyibl U Apyrue BJIOKEHUSA B MUCbMaxX Jlake ecjIM OHU IPUIIUIN OT
TBOUX Apy3el. JIyuliie yTOUYHH y HUX, OTIIPABJISIIN JIM OHU Tebe 3TU haiibl.

HudposBasa permyranusa

[{udpoBasa pemyTanus - 3T0 HeTaTUBHAsA WIN MMO3UTHBHAs WHQoOpMaIus B ceTU o Tebe.
Komnpomerupyromaa uHpoOpManus pa3MelleHHAasd B HHTEPHETE MOKeT Cepbe3HBIM
00pa3oM OTpa3UThCS Ha TBOEH peasbHOU ku3HU. «I{udpoBas permyramus» - 3To TBOU
UMUK, KOTOPBIN dhopMupyercs u3 uHGoOpMaIuu o Tebe B UHTEPHETE.

TBoe MecCTO IKUTEJIbCTBa, y4ueObl, TBOoe (UHAHCOBOE TIOJIOKEHUE, OCOOEHHOCTH
XapaKTepa U paccKasbl 0 OJIM3KHUX - BCE 3TO HAKAILTUBAETCS B CETH.



MHorue noAPOCTKYU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIMKAIIUY JTUYHOU HHGOPMAIUH B
HHTepHeTe, He TIOHUMAasA BO3MOXKHBIX ITOcaeACTBUH. ThlI /1aske He CMOKeIIb JI0TaJaThCs
0 ToM, uTo dororpadus, pa3mellleHHas 5 JleT Ha33/l, cTajla IPUYNHON OTKa3a MPUHATH
TebsA Ha paboTy.

KommenTapuu, pasmemieHne TBOUX QoTorpaduii u Apyrue JeUCTBUA MOTYT He
HCUE3HYTh JlaKe TOCJIe TOro, KaK Thl UX yAaIulllb. Thl He 3Haelllb, KTO COXPAHUJ 3Ty
nHopManuio, momnaja JU OHA B TOWCKOBBIE CHUCTEMBI W COXpAaHWJIACh JIM OHA, a
[JIaBHOE: UTO MOJIyMarmT O Tebe OKpYy:Karolee JIIOAU, KOTOPble HAWUyT U YBUAAT 3TO.
Hatiti nHpOpMAaIHI0 MHOTO JIET CITyCTsI CMOKET JIF0O0H - KaK U3 T0OPBIX OOy KIEHUH,
TaK ¥ ¢ HAMEPEHNEM MPUUYUHUTH BPe. ITO MOKET OBITH KTO YTOTHO.

OCHOBHBI€E COBETHI 110 3aITuTe U(PPOBON pENyTaIUM:

1. I[Togymaii, mpekze yeM 4TO-TO IIyOJIMKOBATh U IEpefaBaTh y ceOs B Ojore WiId B
COITMAJIbHOU CETH;

2. B HacTpolikax npo¢uss yCTaHOBU OTPAaHUYEHHS HA IIPOCMOTP TBOETO MPO(UIIsA U €T0
CO/IEP;KUMOTO, c/ieJIall ero TOJIbKO «JIJIs IPY3€ei»;

3. He pa3mernaii 1 He ykasbiBail ”HGOpPMAIUIO, KOTOPas MOKeT KOro-Ja1ub0 0CKOpOJIATh
W1 0OMKaTh.

ABTOpCKOE 1IPAaBO

CoBpeMeHHbBIE IIKOJIBHUKU- AKTHUBHbBIE IIOJB30BATENN IU(GPOBOTO ITPOCTPAHCTBA.
OnHaKO /1aJIeKO He BCe 3HAIOT, UTO II0JIb30BAHNE MHOTUMHU BO3MOXKHOCTSIMH II(PPOBOTO
MHpa TpedyeT coOTI0IeHNS ITPAaB HA UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTb.

TepMUH «WHTEJIEKTyaJIbHAasA COOCTBEHHOCTb» OTHOCHTCS K Pa3jIUYHBIM TBOPEHUSM
YeJIOBEUECKOTO0 yMa, HayWHas C HOBBIX HM300peTeHHui U 3HAKOB, 0003HAYAOIIUX
COOCTBEHHOCTh HA TPOJAYKTHl M YCJIYTH , U 3aKaHYWBas KHUTAMU, ¢GoTorpadpusmu,
KUHOGWIBMaMH U My3bIKaJIbHBIMH ITPOU3BEIEHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MIpaBa Ha UHTEJUIEKTYTbHYI0 COOCTBEHHOCTh HA ITPOU3BEAEHUS
HayKHU, JINTEPATYPbl U HCKyCcCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KauecTBe rapaHTHU
TOTO, YTO UHTEJUIEKTYaIbHBIN/ TBOPUECKUH TPYZ aBTOpa He OyleT HalpacHbIM, JaCT €My
CIpaBe//IUBble BO3MOKHOCTH 3apaboTaTh Ha pe3yJbTaTaX CBOEro TPYZAA, IMOJIyYUThb
HU3BECTHOCTH U NpusdHaHue. HUkTo 6e3 pa3pelieHus aBTOpa He MOKET BOCIIPOU3BOAUTD
€ro MPOU3BEAEHUEe, PACIPOCTPAHATh, IyOJIUYHO JAEMOHCTPUPOBAaTh, IPO/AABATH,
MMIIOPTUPOBATh, IyCKAaTh B IPOKAT, MyOJIUYHO HCIIOJHATH, TOKA3bIBATh/UCHIOJIHATH B
a¢upe wim pa3MmemniaTts B UHTepHeTE.

Vcrosp30BaHUe «IHUPATCKOTO» IPOTPAaMMHOr0 oOeclieueHUs1 MOXKET IPUBECTH K
MHOTHM pHCKaM: OT IOT€PHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOUCTBA, TJIe YCTAHOBJIEHHBIN He JierajibHas mporpaMmma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYII[ECTBYET JIeTAIbHbIE U OecIIaTHbIE IIPOTPAMMbI, KOTOPbI€ MOKHO HAWTH B CETH.

O moprase

CereBU4OK.p - TBON TIJIaBHBIM COBETYUK B CeTU. 3JleCb Thl MOXKeIIb y3HAThb O
0e30I1aCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM S3BIKOM, a NP BO3HUKHOBEHHU
KPUTUYECKOU CHUTyallid OOpaTUThCSA 32 COBETOM. A TakKe NPHUHATH y4yacTHe B
KOHKYpCax U CTaTh CaMbIM IIU(MPOBBIM I'PAKJAHUHOM !
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